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AUTHORITY = - W Title 32 USC Sec 902 and 904

" Provides authority for the Gavernar, with - ([ S SECDEF may provide fundstna
FU Zﬁ.—._oz 3 consent of the : Governor to employ NG units or members te ronduct
Service Secretary concemed homaland defense activiting,

AUTHORITY _. 82 // 18 Title10// 0 Titleso

FUNCTION o B _ Attack ] Exploit

Homeland defense for military network(s) - Derived from S- : Derived: CNE and CNA
Derived from COR USSTRATCOM, Post compeonent, service L GoCrs, B are limited to the DIRNSA
commanders have the authority to defend their donin in  SECDERIPOTUS . which derives authority
Cyberspace PR T from T50 US Code.
ARNG Forces can and
cda support L L MIL: Servicemen
USCYBERCOM ina : - assigned to NSA can
- T10 status to deliver - provide CNE {SIGINT
C.CNA Effects = . capahilities)




= [ntelligence Capabilities

Cyber Capabilities

MI Joint Cyber Operations Team (JCOT)

» ARNG CND-T (8 PAX) - Lansing
ANG Cyber Team (7 PAX) - Battle Creek
ANG Information Operations Platform (I0P)

ARNG MI Company

91 Soldiers

ANG intelligence Unit

60 Airmen

100+ Work Stations,
Joint Reserve Intelligence Center

200 Works Stations

Signal Capabilities

Three ARNG Brigade Signal Company

117 Soldiers

115 Airmen

SCIF (7,000 sft)

SCIF (15

000 sft)

'Four ANG Communications Elements

= z_mx_._. 2m.2<omxm Qamq Range
= DTMB, MSP, DMVA
* MI Cyber Disruption Response Strategy
= FBI, DHS
» EUCOM
= LATVIA

= Facility Support
= 2 xOperational SCIF's
» 2 x SCIF’s starting construction




“Ultimately, it will take all stakeholders
coming together to determine standing
rules of engagement. Working with
industry under new legislation, theory
would be able to share information that an
attack just hit their first line of defense
with Department of Homeland Security,
where it would they be spread out to the
rest of government. Everyone sees the
information at the same time. “

. Comm: vl
(USCYBERCOM) and Director, National Security
Agency/Chief, Central Security Service (NSA/CSS)

(14

“Congress needs to pass “cyber legislation” to encourage private companies to
share data on cyber-threats”
- General Alexander

“Your Michigan National Guard , Always Ready, Always There!”




EFFECTIVE . 0 | » SURGE CAPABILITY
EFFICIENT ue mﬁHOHHm : - KNOWN NEED
SYNERGY « ADAPTABLE
FEMA « RESPONSE
READY » FLEXIBLE
VESTED

TRAINED

RELIABLE

INDUSTRY |

AVAILABLE Can Protect:
ESTABLISHED .mil &.gov (fed &State)
EXPERIENCE OGAs (DHS and others)

HOMEIL.AND DEFENSE
AFNET/DoD MIGRATION

Civilian Infrastructure

“The Distinct >a<mammo the Guard has over the Active Duty lies in its

ability to RETAIN TALENT”




